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Andy Harbison BE, MBA, MSc
Senior Manager, Deloitte ERS

Lead, IT Forensics and Electronic Discovery

Ex. Ernst & Young, Manager, IT Forensics
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IT Forensics

... really, really quickly
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Incident Response

Data Recovery

Litigation Support

Electronic Discovery

High Urgency Low
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— Including Browser Remnants

— Deleted, Password Protected...

— Disaster Recovery & Archive

#
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Active Files
Program Documents
Files
S Bl_’owser

History
Vs Cookies
Databases I nstant_
Messaging

Graphics

Media

Hidden Files
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Forensic Data
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FEAQ— ITS INFRASTREUCTURE OF CONCEALNENT.
DECEPTION AND INTIMIDATION

Tins repor draws upon & number of sources, including inisligance
maferia, and shows how fhe iragi regime iz cansinucied i have, and fo
keep, WMD, and s now sngaged 1 & campaign of obsiruction of the
United Mafong Waapons inspectors.

Part One Erissss on how Irag's securry organsakons operaie 10 coneal
‘Weopons af Moss Destructan from UM Inspeciors. B revends $iod the mspeoinrs
are pignuembesd by kaginieigenos by a rado of 200 11

Part Two gives up o dete detads of eq's mebwork af nisillgence and secunty
argansaions whose b | 15 1o keep Sackdam and hes regime i power, and o
prewent dhe insematona conrnuily from deaming iag

Part Three goes on 3o show fie effecss of e secanfy apparsus on the cedinary
peapk: o .

‘Whike the reach of fis network pulside Faq may be less apparent snca hie Guli
War of 19201501, inside Irag, i3 grip 5 ormidabie over 80 levels of sociely
Eaddam and his innar cinde control the State infestuchrs of Ber

Eroey " hemrwes M
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Rev. #1: "cic22" edited file "C:\DOCUME~1\phamilN\LOCALS~1\Temp\AutoRecovery
save of Iraq - security.asd"

Rev. #2: "cic22" edited file "C:\DOCUME~1\phamil\LOCALS~1\Temp\AutoRecovery
save of Iraq - security.asd"

Rev. #3: "cic22" edited file "C:\DOCUME~1\phamil\LOCALS~1\Temp\AutoRecovery
save of Iraq - security.asd"

Rev. #4: "JPratt" edited file "C:\TEMP\Iraq - security.doc"

Rev. #5: "JPratt" edited file "A:\lraq - security.doc"

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\lraq - security.doc"

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;lraq - security.doc"
Rev. #8: "ablackshaw" edited file "A:\lraqg - security.doc"

Rev. #9: "MKhan" edited file "C:\TEMP\Iraqg - security.doc"

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\irag.doc"

Paul Hamill - Foreign Office official

John Pratt - Downing Street official

Alison Blackshaw - The personal assistant of the Prime Minister's press secretary
Murtaza Khan - Junior press officer for the Prime Minister
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Expert  Amchor  Lavout  Fropertie:z nﬂ:s Image  Scoplz Uplad Estras Preview.  Onine Helx

Esit(Fly  Freview F2) | FefererceiF2 | —xl
i ) bl
+ | |[¥] GotoBooge. |[x] |[z]  Adeanced Search Preferences Language Tools Search Tips
. Herne |read other users mail on exchange  Google Search
@ [ = "on" 15 3 very commen word and was nol included i your search. |delails]
5 {
P Web Ima ez ! Grnr.rs D:reclnr
Results 1-20 of abowt 791,000, Search ook 0.36 seconds.
= ¥
< | Microsoft Security Bulletin MS02-035 Sipete
| L. commands 100% of CPUL R s impossible for other ... any privileges on the systam, oF B
ﬁ] to read users' mail? ... Does the wlnarabilily Exchange Serer 557 .
. wawremicrosalt. comtechnel/secunty bulletivtd SI2025 asp - 21k - Cached - Similar pages -
L)
: Exchange Tips and Tricks Center | Fi |
.. For tips from other Exchange users, browse ... Oullook and Exchange Server 5.5 Tips ... of
e-mail messages and ... Outlook®. Advanced users should read this white ...

e T i A mm:’ﬁxchange-‘ta:hinfn."‘,-ps.‘tehult asp - ik - Cached
[ hoee regults fom wesscmiciogofi com |

The Dramstic Exchang

. e 3OWOITY TRAL ac USErs may now 588 ... U5 ah S-mall with the answer ... on the Deamatic Exchange.

Read our Frequently &zked Questions for other information. ..

Descnphion The Orarmatic Exchange 1= a YWab resource for playwnghts, praducers, and anybody interestad in plays,
Catenory: Ards s Wniers Resources = Playwming

wawrer dramesx. orgd - Bk - 15 Jul 2002 - Cached - Simlar pages

Maximized Software GoPOP: POP server for remote access to your ..

. you avoid downloading junk mail or other ... uge any slandard reader Lo read ... phone, Palm
W1, or any mail ... Some corporations mstall Exchange so thal their users ..

maximized. comfproductsfgopopd - 13k - Cached - Similar pages

Hey, Buddy
.. Hey, Buddy... .. use e-mail-like addressing and exchange ... Unlike e-mail, however, 5 user
ID ... form consists of & izt of users ... This information is published 1o other ...

i . compulerlelephonycomdarlicle/CTHE000I0Z8S0002 - 32k - Cached - Similar pages =
=

[ i1 [ [



2+

2<

02 it

<T610d75985bc3d934c799c@uklon49.uk.example.com>;
Tue, 18 Mar 2003 12:13:58 +0000

Received: from mail pickup service by hotmail.com with Microsoft

SMTPSVC,;
Tue, 18 Mar 2003 04:13:54 -0800
Received: from 212.187.228.132 by Iw8fd.law8.hotmail.msn.com
with HTTP;
Tue, 18 Mar 2003 12:13:53 GMT
X-Originating-1P: [212.187.228.132]
From: ”Ted Smith" <t.smith@hotmail.com>
To: psealey@example.com
Bcc: a.smith@hotmail.com
Subject: hi there
Date: Tue, 18 Mar 2003 12:13:53 +0000
Mime-Version: 1.0
Content-Type: text/plain; format=flowed
Message-ID: <F111ZN9KAy4MoSn03t3000025eb@hotmail.com>
X-OriginalArrivalTime: 18 Mar 2003 12:13:54.0059 (UTC)
FILETIME=[D7E86DB0:01C2EDA47]

From: Ted Smith[t.smith@hotmail.com]
Sent: 18 March 2003 12:14
To: psealey@example.com

Subject: hi there

can you meet me underneath the clock at Waterloo. 7:00pm
tonight

T Smith

—1iSACA

Irish Chapler



. o o) Vish Chapler

Image Data Re
Creation  Analysis i
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So, I Have A Problem

... What do I do?
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Computer evidence is useful because it Is perhaps the
one type of forensic evidence that is readily available
In non-criminal matters...

Unfortunately, it is also one of the most ephemeral
types of evidence...
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Have a plan Contain? Remedy? Legal action?

“Remember the 10-minute cup of tea”

Document Everything: Who? — What? — When? — How? — Why?

Contemporaneous notes are very powerful in Court

Consider assigning the incident to one owner.

The more urgent it is — the fewer managers it needs
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% Management, Legal, HR, PR, IT?

Remember that evidence is usually destroyed in the first
minutes or hours
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Try to interrogate anybody

Gather electronic evidence without knowing what you are
doing.

Avoid Examining Original Media

Avoid Writing Original Media

Never change suspect passwords — lock them out.

Expect your forensic specialist to be psychic
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* Obey Rules of Evidence

 Don’t Log-Onto the Computer

« Keep the Computer Safe

o Secure All Logs

o Secure All Backup Storage
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The Law

... Please pardon the next few slides
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Section 4 1 ‘Possession of anything with intent to damage property’
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Section 51 6 # ##t

‘A person who without lawful excuse operates a computer within the State with intent to
access any data held either within or outside the State, or outside the State with intent to
access any data within the State, shall whether or not he accesses any data, be guilty of an
offence’
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& Electronic Commerce Act 2000

s.9 “Information (including information incorporated by
reference) shall not be denied legal effect, validity or
enforceability solely on the grounds that it is wholly or partly in
electronic form, whether as an electronic communication of

otherwise.”
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Electronic Commerce Act, 2000

s.2 (1) “ ‘information’ includes data, all forms of writing and
other text, images (including maps and cartographic material),
sound, codes, computer programmes, software, databases and
speech
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Order 31 Rule 15;

“Every party to a cause or matter shall be entitled at any time, by
notice in writing, to give notice to any other party, in whose pleadings,
or affidavit or list of documents reference is made to any document to
produce such document for the inspection of the party giving such
notice, or of his solicitor, and to permit copies thereof to be taken...”

Order 31 Rule 18

“On application... the Court may... make an order for inspection in such a
place and in such manner as it may think fit...”
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James McGrath -v- Trintech Technologies Ltd. & Trinitech
Group PLC (2003) 10331P
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The “Law”

... Dealing with the Gardai
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Internal Investigations

... a brief DIY Guide



Need + Rationalisation = Motive

NEED RATIONALISATION

FRAUD

OPPORTUNITY

Opportunity: Liberty + Knowledge+ Privilege
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“Never attribute to malice that which may be adequately
explained by stupidity”

Which means you must rule out non-culpable activity
IN:

 Hardware
o Software

e “Wetware”
* Processes
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(stupidity is a common one)
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And Record Everything...
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Specific Issues

... and the problems that arise
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No Poison Fruit rule in Civil Cases.
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A How Morgan Stanley botched a big case by fumbling emails - Microsoft Internet Explorer EJ[E|® '.F,H
s

File Edit “jew Favorites Tools  Help @Back - | Iﬂ @ ; r_,'-.-:Search 7 Favorites o Media £5  0-

>

Address @ hitkp: fuwviy . post-gazette.com/pa/05136/505304. stm Vl Go  Links -’Eﬁ Practice Engine
Google ~ perelman morgan starley VI |G| Search - BameRank DEcsnplocked  ABF Check ~ °%, Audtolink = | cutcrl [@d Options >

BELEEERL | BN EER | aFEALR AT *—H"H"-"‘- St 0 VP g Lo gl [ ettt e s e bt b Pl b el T [ i 0 [ 2 g i ol oy P (8 i f 5 ko e i b o8 o 3 Vot M el 0 AN

Pittsburgh, P =

pnst-gazatm BIISII'IBSS News Tuesday, March 21, 200

How Morgan Stanley botched a big case WVFFsY7V=y 4
by fumbling emails AIRLINES

Monday, May 16, 2005
By Susanne Craig, The Wall Street Journal

In June 2004, a Morgan Stanley technology executive signed a court

Experience
It ith th o - more
N:t;ﬁ;'; ::Etwm?c document certifying he had handed over all emails the firm had agreed to

Click for details.  produce in a suit filed against his firm by billionaire financier Fonald Perelman. persun al

post-gazette.com

But two weelcs earlier, the executive, Arthur Fiel hadn't been so sure. "The SDEIEE
storage folks found an additional 1,600 backup tapes in a closet,” Idr. Eiel
told two Morgan Stanley lawvers, he recalled in a deposition quoted in court

IHSIEIIE[IIFI'EStI.‘IIg%ESIIl papers. The tapes hadn't been searched for emails before Iy, Eiel signed the

document, the firm acknowledged in court.

ﬂ Internet
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