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Why Am I Talking to ISACA

• Internal Audit frequently investigates fraud

• You will be asked at some stage

• Increasingly electronic evidence is decisive 

• Greater knowledge leads to greater control
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Introduction: Who is this Guy..?

Andy Harbison BE, MBA, MSc

Senior Manager, Deloitte ERS

Lead, IT Forensics and Electronic Discovery

Ex. Ernst & Young, Manager, IT Forensics



IT Forensics

… really, really quickly
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Data Recovery

Incident Response

Litigation Support

Electronic Discovery

UrgencyHigh Low

IT Forensics
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Computer Forensic Happens Because…

While computers are tremendously
effective at collecting and retaining information

They are correspondingly weak at erasing it.
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What can be recovered..?

• Early Drafts of Documents

• Company and web emails

• Web sites browsed

• Internet chat conversations

• Registry Information (MRUs, Peripherals connected etc)

• Graphics Files

• Deleted & Hidden files

• Damaged or corrupt files

• Password protected and some Encrypted files

• SMS Messages

• Metadata

• Etc .etc. etc
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The Four Types of Electronic Data

•Active – Including Browser Remnants

•Hidden – Deleted, Password Protected...

•Archival – Disaster Recovery & Archive

•Forensic
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For Example…
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For Example - Metadata
• For example in a Microsoft Word document you can find:

– Name of documents creator

– Name of its last editor

– Time of creation

– Time of last modification

– Time of last printing

– Number of times it was edited

– Names and locations of last 10 saves

– Possibly material deleted from the document.
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And…
Word automatically makes copies of documents as they are edited.

• Backup Copies

• Auto-recovery copies

• Copies for clipboard

• Copies in relation to past operations

• Copies in relation to “OLE” operations.

• And in half-a-dozen other ways.

All are recoverable, all have metadata…
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Dodgy Dossiers…
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Who wrote it..?

Rev. #1: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery 
save of Iraq - security.asd" 

Rev. #2: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery 
save of Iraq - security.asd"

Rev. #3: "cic22" edited file "C:\DOCUME~1\phamill\LOCALS~1\Temp\AutoRecovery 
save of Iraq - security.asd" 

Rev. #4: "JPratt" edited file "C:\TEMP\Iraq - security.doc" 

Rev. #5: "JPratt" edited file "A:\Iraq - security.doc" 

Rev. #6: "ablackshaw" edited file "C:\ABlackshaw\Iraq - security.doc" 

Rev. #7: "ablackshaw" edited file "C:\ABlackshaw\A;Iraq - security.doc"

Rev. #8: "ablackshaw" edited file "A:\Iraq - security.doc" 

Rev. #9: "MKhan" edited file "C:\TEMP\Iraq - security.doc" 

Rev. #10: "MKhan" edited file "C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc"

Paul Hamill - Foreign Office official 
John Pratt - Downing Street official 
Alison Blackshaw - The personal assistant of the Prime Minister's press secretary 
Murtaza Khan - Junior press officer for the Prime Minister 
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For Example
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For Example - Emails

<T610d75985bc3d934c799c@uklon49.uk.example.com>;
Tue, 18 Mar 2003 12:13:58 +0000

Received: from mail pickup service by hotmail.com with Microsoft
SMTPSVC;

Tue, 18 Mar 2003 04:13:54 -0800
Received: from 212.187.228.132 by lw8fd.law8.hotmail.msn.com 
with HTTP;

Tue, 18 Mar 2003 12:13:53 GMT
X-Originating-IP: [212.187.228.132]
From: ”Ted Smith" <t.smith@hotmail.com>
To: psealey@example.com
Bcc: a.smith@hotmail.com
Subject: hi there
Date: Tue, 18 Mar 2003 12:13:53 +0000
Mime-Version: 1.0
Content-Type: text/plain; format=flowed
Message-ID: <F111ZN9KAy4MoSn03t3000025eb@hotmail.com>
X-OriginalArrivalTime: 18 Mar 2003 12:13:54.0059 (UTC) 
FILETIME=[D7E86DB0:01C2ED47]

From: Ted Smith[t.smith@hotmail.com]
Sent: 18 March 2003 12:14
To: psealey@example.com

Subject: hi there

can you meet me underneath the clock at Waterloo.  7:00pm 
tonight

T Smith

What we 

see

What 

the user 

sees
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…the Process…

ReportingData
Analysis

Image
Creation

Evidence
Control

Information 
Gathering



So, I Have A Problem

… What do I do?
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Computer evidence is useful because it is perhaps the 
one type of forensic evidence that is readily available 

in non-criminal matters…

Unfortunately, it is also one of the most ephemeral 
types of evidence…

Computer Evidence
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First Reaction…

Have a plan Contain? Remedy? Legal action?

“Remember the 10-minute cup of tea”

Document Everything: Who? – What? – When? – How? – Why?
Contemporaneous notes are very powerful in Court

Consider assigning the incident to one owner. 

The more urgent it is – the fewer managers it needs
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First Reaction
Control Information 

• Decide who to notify Management, Legal, HR, PR, IT?

• But Remember Operational Security

Get Technical Advice 

Remember that evidence is usually destroyed in the first
minutes or hours

Gather evidence LEGALLY

• Irish evidence rules are very different to US ones. 
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Try to interrogate anybody

Gather electronic evidence without knowing what you are 
doing.

Avoid Examining Original Media

Avoid Writing Original Media

Never change suspect passwords – lock them out.

Expect your forensic specialist to be psychic

But Don’t…
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Principles of Evidence

• Provenance

• Continuity of Evidence

• Best Evidence
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• Obey Rules of Evidence

• Don’t Log-Onto the Computer

• Keep the Computer Safe

• Secure All Logs 

• Secure All Backup Storage

How to Protect Computer Evidence
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How to Destroy Computer Evidence

• Log-Onto the Computer

• Reassign the Computer

• Ignore Operational Security

• Delete Material

• Keep Your Investigator in the Dark



The Law

… Please pardon the next few slides
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Section 2(1) – Damage to property

� property – includes data

� damages – includes:
• add to / alter / corrupt/ make an omission

• causing damage / virus which causes damage

� with intent or recklessness

Criminal Damage Act 1991
- Definition
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Section 4 – ‘Possession of anything with intent to damage property’

� “Anything” – very broad term / viruses / programmes to generate viruses / item of technology 
capable of inflicting damage once coupled with requisite intent

� Difficult to establish “intent” prior to any actual damage, attempt or threat under section 3
� Penalties

– same as section 2

Criminal Damage Act 1991
Definition
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Section 5 – Unauthorised access of data 

‘A person who without lawful excuse operates a computer within the State with intent to 
access any data held either within or outside the State, or outside the State with intent to 
access any data within the State, shall whether or not he accesses any data, be guilty of an 
offence’

Criminal Damage Act 1991
Definition
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Section 5 – Unauthorised access of data

� Intent to access any data – not necessarily specific data
� Need not succeed in accessing data

� No requirement of unauthorised access – key is “lawful excuse” re operation of computer

Criminal Damage Act 1991
Definition



30 ©2007 Deloitte & Touche.

Admissibility of Electronic Evidence

Determined by Electronic Commerce Act 2000

s.9  “Information (including information incorporated by 
reference) shall not be denied legal effect, validity or 
enforceability solely on the grounds that it is wholly or partly in 
electronic form, whether as an electronic communication of 
otherwise.”
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Information?

Electronic Commerce Act, 2000

s.2 (1) “ ‘information’ includes data, all forms of writing and 
other text, images (including maps and cartographic material), 
sound, codes, computer programmes, software, databases and 
speech
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Civil Evidence - Inspection

Order 31 Rule 15;
“Every party to a cause or matter shall be entitled at any time, by 

notice in writing, to give notice to any other party, in whose pleadings, 
or affidavit or list of documents reference is made to any document to 
produce such document for the inspection of the party giving such 
notice, or of his solicitor, and to permit copies thereof to be taken…”

Order 31 Rule 18
“On application… the Court may… make an order for inspection in such a 

place and in such manner as it may think fit…”
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Irish Precedent

James McGrath -v- Trintech Technologies Ltd. & Trinitech
Group PLC (2003) 10331P

• Analysis of Computer Systems

• Disclosure of Backup Data

• Verifying Affidavit of IT Consultants
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The Problem

• Lawyers (with some exceptions) are ill-prepared in terms of IT.

• Tend to operate in a paper-based environment.

• Are often unfamiliar with electronic evidence handling (concern in international 
cases). 

• Are unfamiliar with US precedent. 



The “Law”

… Dealing with the Gardaí
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Garda Bureau of Fraud Investigation (GBFI)

National responsibility for investigating:

• Money laundering

• Computer crime

• Commercial fraud

• Cheque & credit card fraud

• Counterfeit currency
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1. To establish if criminal activity exists

2. Refer file to Director of Public Prosecutions (DPP) who decide 
whether to prosecute and bring suspect before courts

3. Average Time for Adjudication
• District Court – minor offence – 12 to 18 months
• Circuit Court – serious offence – 2 to 4 years

GBFI - Objective
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But…

1. Garda CCIU has a significant backlog of cases.

2. In case of fraud, case needs to be substantively proved 
before Gardai will intervene.

3. Can no longer report offences to GBFI or CCIU directly.



Internal Investigations

… a brief DIY Guide
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FRAUD

NEED RATIONALISATION

OPPORTUNITY

Opportunity: Liberty + Knowledge+ Privilege

Need + Rationalisation = Motive
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Some Basic Rules to Begin With

• Keep “Hanlon’s Razor” close to your heart.

• But treat all evidence like you are going to court.

• Be aware there are many ways to make things worse,
– Defamation

– Unwanted Publicity

– Constructive Dismissal

– Regulatory Attention
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Hanlon’s Razor?

“Never attribute to malice that which may be adequately 
explained by stupidity”

Which means you must rule out non-culpable activity 
in:

• Hardware
• Software
• “Wetware”
• Processes
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• Identify any unusual or inexplicable activity

• Identify all users and processes 

• Ensure evidence-gathering is legal

• Separate opinion/supposition from fact

• Develop a chronology or timetable

If still convinced it is a criminal or culpable action…

• try to evaluate the motive (stupidity is a common one)

… So You Should…
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And Record Everything…



Specific Issues

… and the problems that arise
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Privilege

• Professional Privilege applies to all legal advice provided by a lawyer. 

• Litigation Privilege applies to documents prepared “In Contemplation of 
Litigation”

• In Ireland litigation privilege very tightly defined.

• Superceded by the Freedom of Information Act.

No Poison Fruit rule in Civil Cases.
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Data Protection Act

• Arises out of Article 29 Working Group.

• Unless otherwise specified, users permitted “reasonable personal use of 
computers”

• “Reasonable” not defined

• Lawyers getting wise to this one…
– Mehigan –v- Dyflin Publications

So you need an Acceptable Use Policy – and you need to Enforce It.
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Document Retention

• Need to set a formal policy

• Policy must be enforced

• Policy must be reasonable

• You need to know what data is stored where…

• Serious consequences for failure…
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Computer Misuse

• In order for most offences to be dismissable you have to make them 
dismissable.

• The real office is “behaviour in breach of the Acceptable Use Policy”.

• Conventional Pornography is 100% allowed on business computers, unless 
previously prohibited.

• But having on computers is a major civil liability threat.
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Child Pornography

• Relevant Legislation:
– Child Trafficking and Pornography Act 1998

– Protections for Persons Reporting Child Abuse Act 1998

• In Law Age Limit <17

• In Law all media including cartoons & text

• In practice burden of proof high => evidence standards

“If you have to ask if it’s Child Pornography, it probably isn’t”

• Must be photographic, substantial & have proof of origin.
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Theft of Intellectual Property

• Rife in Ireland and difficult to prove

• Privately held computers / media a problem

• Injunction can stop use of stolen material

• Anton Pillar Order can seize – difficult to obtain

So never allow devices you don’t own on to your network
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Fraud

• Difficult to get Criminal burden of proof of the average Irish business network.

• Most companies take the civil route.

• Criminal action may “air dirty laundry”.
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Can I have a go?

Free Tools

• Windows Search Functionality

• Findstr

• DT Search (Evaluation Version)

• Helix, Backtrack, Penguin Stealth

Commercial Tools

• EnCase, FTK, Paraben

• Deltaview


